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KaHIUAT IOPUINUYECKUX HAyK, JOLEHT
OKY HIIO «CneuunansHas TexHuka u cBsizb» MBJl Poccun (r. Mocksa)

OnepaTUBHO-PO3bICKHAA XapaKTepucTuka
cnocoboB coBeplIeHUA HapKONpeCcTyNNeHN, coBepliaeMbiX
C UCNONb30BaHMEM UNU NPUMEHEHNEM
MHPOPMALUOHHO-TENEKOMMYHNKALNOHHbIX TEXHONOMMN

B Teopuu u npakTHKe onepaTUBHO-PO3BICKHON JAeSITEIbHOCTH (faee
— OPJl) ocoboe MecTo 3aHMMAET ONEPaTUBHO-PO3BICKHAS XapaKTepUCTHKA
(nanee — OPX) npectymnenuii. Ha gpoHe Henmpekpamammmuxcs AMCKyCCUui
OTHOCHUTEJIbHO CMBbICJIA, BKJIAJbIBAEMOT'0 B JAHHOE MOHSITUE, U €r0 CTPYK-
TYPHBIX 3JIEMEHTOB 0003Ha4UM COOCTBEHHYIO MO3ULIMIO MO JAHHBIM BOMPO-
cam:

BO-TIEPBBIX, AJIS MOJHOIO YSICHEHUs CMbICJIA, BKJIAJbIBAEMOIO B IO-
HSTHE «OINEPATHBHO-PO3BICKHAS XapaKTEPUCTHUKA MPECTYIUIEHUIT», BaXKHO
uMmeTh B BUAy MHeHue A.1O. IlllymunoBa, cornacHO KOTOpOMYy «OCHOBHOM
IIO03HABATEIbHBINA BOMPOC 3aKJIYAETCSA HE B TOM, UMEET JIM «IIPAaBO Ha Cy-
IIECTBOBAHUE)» ONEPATUBHO-PO3bICKHAS XapaKTEPUCTUKA NPECTYIJICHUS, a
B TOM, 4YTO MOJ HEW nmoHuMaTh. He MeHee BaXHO U TO, KAKUM MOXKET U
JI0JKHO OBITH €€ cojaep:kaHue, Ha Bcto 1 OPJ] Moxert ObITH pacnpocTpa-
HEHO €€ «BJUSHHUEY», MPABUIBHO JIU Mbl €€ HA3bIBAEM U CBSA3bIBAEM UMEHHO
C IPECTYILIEHUEM, & HE, JOIMYCTHM, C COCTABOM IPECTYIUIEHUS, U T.IL» |

BO-BTOPBIX, HE BJABasCh B MOJAPOOHOCTU IHCKYCCUU OTHOCHTEIBbHO
TpakToBaHuss OPX mnpecTyiuieHuid, OTMETHUM CXOXKECTh MNpeAaraeMbIX
MOJIXOJIOB K MOHUMaHMI0 ee cyTH. [lonaraem, uto HauboJiee yJlauHO Ompe-
JieJIeHUE ONepaTUBHO-PO3bICKHON XapaKTEPUCTUKH MPECTYILUIEHUI U Tepe-
YEeHb €€ OCHOBHBIX CTPYKTYPHBIX 3Je€MEHTOB Ipennoxun B.[l. Jlapuues,
KOTOPBIN MO/ HEW MOHUMAET «HAayYHO pa3pabOTaHHYIO CUCTEMY 0000IIeH-
HBIX JIAaHHBIX O HamboOJiee TUMHYHBIX OMEPATUBHO 3HAYMMBIX MPU3HAKAX
NPECTYIUICHUS, TPOSABISIONINXCA B OCOOCHHOCTAX OOBEKTa MPECTYMHOTO
oCsTaTeNbCTBA, CIOCO0AaX COBEPIICHUS MPECTYIUICHUs, MEXaHU3ME Clie-
1000pa30BaHUs TMPECTYMHBIX NEHCTBUN, a TaKKe JMYHOCTHBIX JaHHBIX
cyObeKTa NPEeCTYIUIEHUs, 3HAHHE KOTOPBIX CIYXXUT TEOPETHUYECKOH W

'lymunos A.JO. O J0myCTUMOCTH M MECTE OHEePaTUBHO-PA3bICKHOM XapaKTepH-
CTUKH NPECTYIJICHUS B COBPEMEHHOMN ONEepaTUBHO-PA3BICKHON AESATEIbHOCTU U €€ pa3-
BUTHH B IPO(ECCUOHAIBHOM ChICKE: B3I chickoiora // OnepatuBHUK (chIIUK). 2013.

Ned (37). C. 19-23.
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uHpOpMaLIMOHHON 6a30# A1 pa3pabOTKH OCHOBHBIX METOJAMYECKUX U TaK-
THYECKUX IPUEMOB BBIABJIEHUS M PACKPBITUS IPECTYIUIEHUI» ',

C ydeTroMm mnpeanoxeHHoro omnpeneneHus paccMmorpum OPX croco-
00B COBEpIICHUS MPECTYIJICHUN B chepe HEe3aKOHHOTO 000pOoTa HAPKOTHU-
KOB, COBEpUIAEMBIX C HCIOJb30BAaHUEM WU NMPUMEHEHHEM HHPOpMaIU-
OHHO-TEJIEKOMMYHUKAIIMOHHBIX TexHoJorui (ganee — UTT).

AKTyalnbHOCTb MPOTHUBOJICHCTBUS HE3aKOHHOMY O0OPOTY HapKOTH-
KOB He HyXJaeTcsi B 00ocHoBaHuM. [1o utoram 2022 roaa Ha TeppUTOPUH
Poccuiickoit denepanuu 6b1M 3apeructpupoBanbl 19643 npecTynieHuii c
ucnons3oBanueM UTT, kpanupunupyembix no cT. 228 YK P®D, u3 kotopsix
no 4. I ct. 228 YK P® — 13569 npectymnenuid. [lomumo 3Toro B 2022 rony
ObLTH 3apeructpupoBanbl 62209 npectymienuit mo m. «o» 4. 2, y4.3, 4, 5
cT. 228.1 YK PO, u3 KOTOpHIX: HE3aKOHHOE MPOU3BOJACTBO HAPKOTUKOB —
629, He3aKOHHBIN COBIT HAPKOTUKOB — 61294; 1o ¢T. 228.3 YK P® — 25; o
cT. 228.4 YK P® — 46; mo . «a» 4. 2, ud. 3, 4 ct. 230 YK PD — 6, u3
KOTOPBIX MO M. «a» 4. 3 cT. 230 YK P® — 3. JlaHHbIE CTATUCTUKHU CBHUJIE-
TEJIBCTBYIOT O TOM, YTO CUTYALHs 10 JIMHUU IPOTUBOAECHUCTBUS IPECTYILIIE-
HUSIM B c(epe HEe3aKOHHOT0 000pOoTa HApKOTHUKOB, COBEPIIAEMBIX C HC-
nosb3oBanueM UTT, npomomkaeT ocTaBaThCs HANPSIAKEHHOM.

B xone packpbITus HApKONPECTYIIECHUN, COBEPIIAEMBIX C UCIOJB30-
BanueMm WUTT, BaxkHOe 3HaYEeHUE AJ COTPYAHUKOB ONEPATUBHBIX MOAPA3-
JeJICHU UMEET ONEPaTUBHO-PO3BICKHAS XapaKTEPUCTUKA cClIOCOOOB UX CO-
BepuieHus. JlanHas nHopmanus npeAcTaBiasgeT co00i HEKY0 HHPOpMalu-
OHHYIO MOJIEJIb O COOBITUH NMPECTYIIIEHUS, IJ1€ 3HAHUE HH(POPMAIUH O CIIO-
co0e ero cCoBeplLICHUs UMEET KJIUYEBOE 3HAUEHHUE IPU BBIABICHUHU U pac-
KpBITUM HapkonpecTymieHud. Haubonee penbedHO oOXapakTepu3oBaTh
CIoCcOOBI COBEpILICHUS] HApKOTpecTyIUieHu ¢ ucnoab3oBanueM UTT mo-
Ir'yT CTATUCTHUYECKUE JAHHBIE.

YcioBHO ¢cniocoObl COBEPIICHUS] MPECTYINIEHUH C MCIOJIb30BAHUEM
HUTT B paccmaTpuBaeMmoit chepe MOKHO MOJAPA3ACIUTD CIASAYIOINIUM 00pa-
30M (TabJ1.), U 3/1eCh Ke NpuBecTU cTatucTudeckue ceeaeHus 'MALL MBJI
Poccun.

! Tapuues B.JI. OnepaTHBHO-PO3BICKHAS XapaKTEPUCTUKA YIKOHOMHUUECKHX TIpe-
CTYIUICHHI: BOIIPOCHI TEOPUH M MPAKTUKHU B COBPEMEHHBIX yclIoBusiX // BectHuk Akane-
MHUH dKoHOMHU4YecKor 6e3omacHoct MBJ[ Poccuu. 2007. Ne 2. C. 33-45.
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Ta0onuna

CBEJEHUS O CLHOCOBAX COBEPIIEHUS HAPKOIPECTYIIJIEHUN,
COBEPIIEHHBIX C NCITIOJIbB30BAHUEM MJIN IIPUMEHEHUEM UTT B 2022 TOAY

Cnoco0 coBepuIeHUsI TPECTYIICHHUS ¢ HCIOIb30-
BaHueM uiu npumenenuem UTT

KonuuectBo 3apeructpupoBaH-
HBIX MPECTYMICHUHN MO
cT. 228 YK P® /4. 1 cT. 228
VKP®D/no. «6»uy.2,9u.3,4,5
ct. 228.1 YK PD

PacueTHBIC ITACTHKOBEBIC KapThl

108 / 84 /201

KomnploTepHas TEXHUKA

143 /99 /323

IIporpammHbI€ CpencTBa

535/423 /159

DUKTHUBHBIC SJICKTPOHHBLIC IJIATCXKHU

0/0/0

CpencTBa MOOMJIBHOM CBSI3H

5624 /4239 / 14806

Cetp «MHTEpHETY

17845/ 12793 / 56653

CoumnanpHbIE CETH

339/264 /767

CpencTtBa MTHOBEHHOTO OOMEHa COOOIICHUSAMHU
(MecceHIKepHl)

4357 /3134 /17575

QHCKTPOHHHC IJIaTCXKHBIC CHCTEMBI

964 /743 / 827

MeToabl CONMATBLHOW UHKEHEPHUH 17/16 /92

SIP tenedonus 11/2/35
DDos-araku 0/0/0

Cetp «Darknet» 438 /223 /1705
DumuHroBEIe NONACABLHEIE CAUTEI UJIN CCHUIKH 3/2/4

AHanu3 TMPEeACTaBICHHBIX B TAaONHIIe JaHHBIX MOKA3bIBAET, YTO OC-
HOBHAs J0JIsI HAPKOIMPECTYIJIEHUN, COBEPIIAEMBIX C UCTIOJIb30BAHUEM HIIH
npumenenueMm UTT, coBepmaercss TakuMu crnoco6amMu, Kak MCIOJb30Ba-
HHE CPEJICTB MOOUIILHOM CBsI3U, ceTH MIHTepHEeT, MECCEHKEPOB.

3HaHue uH(OpMALMKU O KOJMYECTBE 3aPErUCTPUPOBAHHBIX HAPKO-
NPECTYMJICHUN, COBEPUICHHBIX C HCHOJb30BAHUEM WM NPUMEHEHUEM
HUTT, no3BOAUT COTPYAHUKY ONEPATUBHOTO MOJAPA3ACICHUS UMETh YETKUE
MpEeACTaBICHUS 00 ONMEPaTUBHO-PO3BICKHON XapaKTEPUCTUKE CITOCOOOB UX
COBEpUICHUS, 3HAHHE KOTOPOU 00eCIieunBaeT pelieHue ClIeAyOINX 3aau:

— paszpellieHrue BONMPOCOB YTrOJOBHO-NMPABOBOW KBaJU(PUKAIUU Tpe-
CTYIIHOTO JESHUS;

— OIIpEEIIEHUE CTENIEHU PACIPOCTPAHEHHOCTH TOTO MJIM UHOTO CIIO-
co0a coBepIIeHUs MPECTYIIICHUH;

— YCTaHOBJICHHE CTENEeHU MPECTYNHOW KBalupUKAIUN JTUYHOCTHU
MPECTYMHUKA B 3aBUCUMOCTHU OT U30paHHOTO crioco0a COBEPIIIEHUs HAPKO-
NPECTYMJICHUS C YUETOM €r0 yCTOWYMBOCTHU U MMOBTOPSIEMOCTH;

— BBISIBJICHHE HABBIKOB U YMEHUM MPECTYNMHUKA, ICUXUUECKUX U DHU-
3UYECKHX OCOOCHHOCTEH;

— oOHapyKeHHE MECT MOMCKa ONEepaTUBHO 3HAYMMOW HHMOpMaIUU
00 o0pa3zyeMbIX ciieJilaXx MPeCcTyNHON NAeATeIbHOCTH;
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— BBIJBMIKCHHUE ONEPATHUBHO-PO3BICKHBIX BEPCUM, BBISIBICHUE U pac-
KPBITHE pPaHEE COBEPLICHHBIX aHAJOTMYHBIM CIIOCOOOM MHPECTYIUICHUH C
Y4ETOM CIIOCOOOB COKPBITHS UX CJIEAOB;

— BBIOOp TAKTHKH PACKPBITUS MPECTYINICHUN;

— OompeJieieHue nepevHs cui, cpeactB u merogos OPJI, onepaTuBHo-
PO3BICKHBIX MEPONPUITUIN, HEOOXOIUMBIX JJISI pACKPBITUS HAPKOMPECTYM-
JICHUU,

— BBISIBJICHUE IPUYMH U YCIOBUN COBEPUICHUS NPECTYIIICHUM C 1allb-
Hellmel BoipaboTKON Mep NpOoPUIaKTUUECKOTO XapaKTepa;

— NPOBEJICHUE CPABHUTEIBHOIO UCCIEIOBAHUA MOKa3aTeneil adpPpex-
TUBHOCTH JAEATEIBHOCTH MO MPOTUBOJAEHUCTBUIO HAPKONIPECTYIUIEHUSM, CO-
BeEplIaeMbIM ¢ ucroyab3zoBanueM UTT, ¢ npyrumu TeppuToprUasbHbIMU MO /I-
pa3ieaeHus MU OPTaHOB BHYTPEHHUX JI€J1 B LIEIAX BBISBICHUS, U3YUYECHHUS U
IIEPEHATHUS EPENOBBIX IPAKTUK PELICHUS ONIEPATUBHO-PO3BICKHBIX 3a1a4 B
MCKOMOM HAIIPaBJICHUHU AEATEIbHOCTH ONEPATUBHBIX IMOAPA3ACICHUN.

be3yciioBHO, IpeACTaBICHHBIN IIEPEYEHD 3a/1aY, [IPU PELIEHUHU KOTO-
phIX ONEPaTUBHO-PO3BICKHAS XapaKTEpPUCTUKAa CHOCOOOB COBEpUICHUS
HApKONPECTYIJICHUM MMEET BAXXHOE 3HAYEHUE, HE HOCUT HCUYEPIBIBAIO-
LIEr0 XapakTepa B CUJIYy WHAUBUAYAJbHOCTH KaXJOT'0 KOHKPETHOIO Ipe-
CTynHOTro 3mu3onaa. [lonaraem, 4To 3HaHWE NMPENCTABICHHBIX CTATUCTHYE-
CKHUX CBEJIEHUI 0 cnoco0ax COBEPIIEHUSI HAPKONPECTYIIIEHUN C UCII0JIb30-
BaHueM wiM npumeHenuem UTT MoxxHO paccmMaTpuBaTh 0a30BBIM 3JIEMEH-
TOM OII€PATUBHO-PO3BICKHON XapaKTEPUCTUKHU CIIOCOOOB UX COBEPUICHUS B
YaCTHOCTHU U ONIEPATHUBHO-PO3BICKHONW XapaKTEPUCTUKH PACCMATPUBAEMBIX
BUJIOB IIPECTYIJICHUHN B LIEJIOM.

Takum 00pa3oM, onepaTUBHO-PO3BICKHAS XapaKTEpUCTUKA CIIOCOOOB
COBEpIIEHUSI HAPKOMPECTYIJIEHUN C UCHOJb30BAHUEM WIIM NPUMEHEHUEM
UTT 3aHnMaeT KJI04YEBOE NOJOKEHUE B ONIEPATUBHO-PO3BICKHOM XapaKTe-
PUCTUKE HAPKOMPECTYIUICHUN U MPEACTaBIAET cOO00M COBOKYMHOCTH OIle-
pPaTUBHO 3HAUMMOW MHPOPMAIUH, 3HAHNE KOTOPOM 0OeCIeYnBaeT BhIsIBIIC-
HHUE JIEMCTBUM MO MOATOTOBKE, COBEPUICHUIO MPECTYIUIEHUS U COKPBITHUIO
ero cinenoB. IloHMMaHue OnepaTHUBHO-PO3BICKHONW XapaKTEPUCTUKH CIIO-
coba COBEpIIECHUSI MPECTYIJICHUs ONPEAEICHHO OTIUYAETCS C TOYKHU 3pe-
HHS HAyKU YrOJIOBHOTO IIPaBa MJIM YTOJOBHOIO Ipouecca. B oneparusBHO-
PO3BICKHOM MPaKTUKE XapaKTEPUCTHKA CIoco0a COBEPIICHUS MPECTYIIIe-
HUM BBICTYyIIa€T CBOET0 poJia MHPOPMAILIMOHHONW MOJIENIbIO TPECTYITHOTO CO-
OBITHS, 3HAHUE KOTOPOI MO3BOJSAET BHIABIATH 3aKOHOMEPHOCTH MpPECTyM-
HOTO ME€XaHU3Ma.
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